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A. In order to implement the requirements of Homeland Security Presidential Directive 12 (HSPD-12)
and Federal Information Processing Standards Publication (FIPS PUB) Number 201 by the
incorporation of FAR clause 52.204-9, Personal Identity Verification of Contractor, and Exhibit F,
Personal Identity Verification of Contractor.

1. Section I, is revised to add the following FAR clause as Clause 1.13:
L13  52.204-9 Personal Identity Verification of Contractor Personnel (JAN 2006)

(a) The Contractor shall comply with agency personal identity verification procedures identified
in the contract that implement Homeland Security Presidential Directive-12 (HSPD-12),
Office of Management and Budget (OMB) guidance M-05-24, and Federal Information
Processing Standards Publication (FIPS PUB) Number 201.

(b) The Contractor shall insert this clause in all subcontracts when the subcontractor is required
to have physical access to a federally-controlled facility or access to a Federal information
system.

(End of clause)

2. Section J, is revised to add Exhibit F, Personal Identity Verification of Contractors, which is
attached (see Attachment 1).

B. Section H is revised to remove Clause H.17, Handling of Data, and replace Clause H.17 with the
following NASA FAR Supplement Clause:

H.17 1852.237-72 ACCESS TO SENSITIVE INFORMATION (JUN 2005)

(a) As used in this clause, "sensitive information" refers to information that a contractor has
developed at private expense, or that the Government has generated that qualifies for an
exception to the Freedom of Information Act, which is not currently in the public domain, and
which may embody trade secrets or commercial or financial information, and which may be
sensitive or privileged.

(b) To assist NASA in accomplishing management activities and administrative functions, the
Contractor shall provide the services specified elsewhere in this contract.

(c) If performing this contract entails access to sensitive information, as defined above, the
Contractor agrees to--

(1) Utilize any sensitive information coming into its possession only for the purposes of
performing the services specified in this contract, and not to improve its own competitive position
in another procurement.

(2) Safeguard sensitive information coming into its possession from unauthorized use and
disclosure.

(3) Allow access to sensitive information only to those employees that need it to perform services
under this contract.
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(4) Preclude access and disclosure of sensitive information to persons and entities outside of the
Contractot's organization.

(5) Train employees who may require access to sensitive information about their obligations to
utilize it only to perform the services specified in this contract and to safeguard it from
unauthorized use and disclosure.

(6) Obtain a written affirmation from each employee that he/she has received and will comply
with training on the authorized uses and mandatory protections of sensitive information needed in
performing this contract.

(7) Administer a monitoring process to ensure that employees comply with all reasonable security
procedures, report any breaches to the Contracting Officer, and implement any necessary
corrective actions.

(d) The Contractor will comply with all procedures and obligations specified in its Organizational
Conlflicts of Interest Avoidance Plan, which this contract incorporates as a compliance document.

(e) The nature of the work on this contract may subject the Contractor and its employees to a variety
of laws and regulations relating to ethics, conflicts of interest, corruption, and other criminal or
civil matters relating to the award and administration of government contracts. Recognizing that
this contract establishes a high standard of accountability and trust, the Government will carefully
review the Contractor's performance in relation to the mandates and restrictions found in these
laws and regulations. Unauthorized uses or disclosures of sensitive information may result in
termination of this contract for default, or in debarment of the Contractor for serious misconduct
affecting present responsibility as a government contractor.

(f) The Contractor shall include the substance of this clause, including this paragraph (f), suitably
modified to reflect the relationship of the parties, in all subcontracts that may involve access to
sensitive information.

(End of clause)

C. Section H is revised to remove Clause H.4, (Limited) Release Of Contractor Confidential Business
Information (CBI) (LaRC 52.204-104) (JAN 2002), and replace Clause H.4 with the following
NASA FAR Supplement Clause:

H.4 1852.237-73 Release of Sensitive Information (JUN 2005)

(a) As used in this clause, "sensitive information" refers to information, not currently in the public
domain, that the Contractor has developed at private expense, that may embody trade secrets or
commercial or financial information, and that may be sensitive or privileged.

(b) In accomplishing management activities and administrative functions, NASA relies heavily on the
support of various service providers. To support NASA activities and functions, these service
providers, as well as their subcontractors and their individual employees, may need access to
sensitive information submitted by the Contractor under this contract. By submitting this
proposal or performing this contract, the Contractor agrees that NASA may release to its service
providers, their subcontractors, and their individual employees, sensitive information submitted
during the course of this procurement, subject to the enumerated protections mandated by the
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clause at 1852.237-72, Access to Sensitive Information.

(1) The Contractor shall identify any sensitive information submitted in support of this proposal
or in performing this contract. For purposes of identifying sensitive information, the Contractor
may, in addition to any other notice or legend otherwise required, use a notice similar to the
following:

Mark the title page with the following legend:

"This proposal or document includes sensitive information that NASA shall not disclose outside
the Agency and its service providers that support management activities and administrative
functions. To gain access to this sensitive information, a service provider's contract must contain
the clause at NFS 1852.237-72, Access to Sensitive Information. Consistent with this clause, the
service provider shall not duplicate, use, or disclose the information in whole or in part for any
purpose other than to perform the services specified in its contract. This restriction does not limit
the Government's right to use this information if it is obtained from another source without
restriction. The information subject to this restriction is contained in pages [insert page numbers
or other identification of pages]."

Mark each page of sensitive information the Contractor wishes to restrict with the following
legend:

"Use or disclosure of sensitive information contained on this page is subject to the restriction on
the title page of this proposal or document."

(2) The Contracting Officer shall evaluate the facts supporting any claim that particular
information is "sensitive." This evaluation shall consider the time and resources necessary to
protect the information in accordance with the detailed safeguards mandated by the clause at
1852.237-72, Access to Sensitive Information. However, unless the Contracting Officer decides,
with the advice of Center counsel, that reasonable grounds exist to challenge the Contractor's
claim that particular information is sensitive, NASA and its service providers and their employees
shall comply with all of the safeguards contained in paragraph (d) of this clause.

(d) To receive access to sensitive information needed to assist NASA in accomplishing management

activities and administrative functions, the service provider must be operating under a contract
that contains the clause at 1852.237-72, Access to Sensitive Information. This clause obligates
the service provider to do the following;:

(1) Comply with all specified procedures and obligations, including the Organizational Conflicts
of Interest Avoidance Plan, which the contract has incorporated as a compliance document.

(2) Utilize any sensitive information coming into its possession only for the purpose of
performing the services specified in its contract.

(3) Safeguard sensitive information coming into its possession from unauthorized use and
disclosure.

(4) Allow access to sensitive information only to those employees that need it to perform services
under its contract.
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(5) Preclude access and disclosure of sensitive information to persons and entities outside of the
service provider's organization.

(6) Train employees who may require access to sensitive information about their obligations to
utilize it only to perform the services specified in its contract and to safeguard it from
unauthorized use and disclosure.

(7) Obtain a written affirmation from each employee that he/she has received and will comply
with training on the authorized uses and mandatory protections of sensitive information needed in
performing this contract.

(8) Administer a monitoring process to ensure that employees comply with all reasonable security
procedures, report any breaches to the Contracting Officer, and implement any necessary
corrective actions.

(e) When the service provider will have primary responsibility for operating an information
technology system for NASA that contains sensitive information, the service provider's contract
shall include the clause at 1852.204-76, Security Requirements for Unclassified Information
Technology Resources. The Security Requirements clause requires the service provider to
implement an Information Technology Security Plan to protect information processed, stored, or
transmitted from unauthorized access, alteration, disclosure, or use. Service provider personnel
requiring privileged access or limited privileged access to these information technology systems
are subject to screening using the standard National Agency Check (NAC) forms appropriate to
the level of risk for adverse impact to NASA missions. The Contracting Officer may allow the
service provider to conduct its own screening, provided the service provider employs
substantially equivalent screening procedures.

(f) This clause does not affect NASA's responsibilities under the Freedom of Information Act.

(g) The Contractor shall insert this clause, including this paragraph (g), suitably modified to reflect
the relationship of the parties, in all subcontracts that may require the furnishing of sensitive
information.

(End of clause)

D. Section H is revised to add the following LaRC clause as Clause H.18:

H.18 LaRC 52.223-92 Observation of Safety Stand Down Event By Contractor
Employees (May 2006)

The Langley Research Center (LaRC) Safety Stand Down Event is an annual event dedicated to
learning best practices for a safe work environment. When the LaRC Director designates the Safety
Stand Down event, the Contractor shall require all onsite and nearsite employees to participate in
Safety Stand Down activities at LaRC.

E. Section I, Clause I.11, 1852.215-84 Ombudsman (NFS 1852.215-84) (OCT 2003)
(Alternate I)(JUN 2000), paragraph (b) is revised as follows:

(b) If resolution cannot be made by the contracting officer, interested parties may contact the



NNLO5SAAO01B Modification 1
Page 6 of 7

installation ombudsman, Bruce J. Holmes, direct inquires to Mary Jane Yeager, NASA Langley
Research Center, Mail Stop 134, Hampton, VA 23681-2199; phone (757) 864-2473; facsimile
(757) 864-8541; email Mary.].Yeager@nasa.gov,

F. Section G, Paragraph G.3, subparagraph (a) the New Technology Representative Office Code is
revised to 160 Jennings B. Cherry.

G. Exhibit A, Contract Documentation Requirements, Paragraph D, Subcontracting Reports, is revised
as follows:

D. Subcontracting Reports

(a) In compliance with Clause 52.219-9, Small Business Subcontracting Plan, the Contractor shall
submit the Individual Subcontract Report (formerly Standard Form 294), and Summary Subcontract
Report (formerly Standard Form 295). In addition, the Contractor is required to comply with NFS
Clause 1852.219-75, Small Business Subcontracting Reporting.

(b) In compliance with Clause 52.210-25, Small Disadvantaged Business Program -- Disadvantaged
Status and Reporting, the Contractor shall submit an SDB Participation Report (formerly Optional
Form 312).

(c) NASA's method for obtaining the above forms is electronically using Electronic Subcontract
Reporting System (eSRS). Access to eSRS can be found at: http://www.esrs.gov/

H. Exhibit A, Contract Documentation Requirements, Paragraph L, On and Near-Site Staffing Report, is
hereby added as follows:

L. On and Near-Site Staffing Report

The contractor shall submit a report which includes the number of on-site and near-site Work Year
Equivalents (WYE's) performing work on the contract, broken down by skill category. An initial
report shall be submitted by January 1, 2006 and shall be updated quarterly, on April 1, July 1,
October 1, and January 1 of each year.

These reports shall be e-mailed to the following: contractorwye(@larc.nasa.gov

The subject line for the e-mail should be "Contractor WYE".

"On-site" WYE's include the time worked by prime contractor and subcontractor employees on this
contract whose primary duty station is on-site at Langley Research Center, whether such employees
charge direct or indirect in the contractor's or subcontractor's accounting systems (e.g., management
and administrative staff may charge their time to an "indirect" account, but the time worked by such
individuals shall still be counted in the on-site WYE).

"Near-site" WYE's include the time worked by prime contractor and subcontractor employees on this
contract whose primary duty station is within 50 miles of LaRC. Work performed on local college
campuses shall not be considered "near site" WYE's.

The contractor shall break out the On-site and Near-site WYE by skill category using the following
categories: Scientist, engineer, technician, administrative professional, and clerical.
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The information in these reports will be for internal government use only.

I. Exhibit A, Contract Documentation Requirements, Paragraph II, Documentation Distribution
Requirements, Subparagraph A is revised to read as follows:

National Aeronautics and Space Administration
Langley Research Center

ATTN: Darla J. Clifton, Mail Stop 126
Contract: NNLOSAAOLB

Hampton, VA 23681-2199

J.  Exhibit A, Contract Documentation Requirements, Paragraph II, Documentation Distribution
Requirements, Subparagraph B, Item Number 3 is revised to read as follows: “C--New Technology

Representative, Mail Stop 160”.

K. All other terms and conditions remain unchanged.



NNLO5SAAO01B Modification 1

Attachment 1
EXHIBIT F Page 1 of 3

EXHIBIT F

Personal Identity Verification of Contractor Personnel

Personal Identity Verification (PIV) Card Issuance Procedures in accordance with FAR clause 52.204-9,
Personal Identity Verification of Contractor Personnel.

The following steps describe the procedures for the NASA Personal Identity Verification Card Issuance
(PCI) of a PIV credential:

Step 1:

The Contractor’s Corporate Security Officer (CSO), Program Manager (PM), or Facility Security Officer
(FSO) submits a formal letter that provides a list of contract employees (applicant) names requesting access
to the NASA Contracting Officer’s Technical Representative (COTR). In the case of a foreign national
applicant, approval through the NASA Foreign National Management System (NFNMS) must be obtained
for the visit or assignment before any processing for a PIV credential can take place. Further, if the foreign
national is not under a contract where a COTR has been officially designated, the foreign national will
provide the information directly to their visit/assignment host, and the host sponsor will fulfill the duties of
the COTR mentioned herein. In each case, the letter shall provide notification of the contract or foreign
national employee’s (hereafter the “applicant™) full name (first, middle and last), social security number
(SSN) or NASA Foreign National Management System Visitor Number if the foreign national does not have
a SSN, and date of birth. If the contract employee has a current satisfactorily completed National Agency
Check with Inquiries (NACI) or an equivalent or higher degree of background investigation, the letter shall
indicate the type of investigation, the agency completing the investigation, and date the investigation was
completed. Also, the letter must specify the risk/sensitivity level associated with the position in which each
applicant will be working (NPR 1600.1, §4.5 is germane) Further, the letter shall also acknowledge that
contract employees may be denied access to NASA information or information systems based on an
unsatisfactory background investigation/adjudication.

After reviewing the letter for completeness and concurring with the risk/sensitivity levels, the COTR/host
must forward the letter to the Center Chief of Security (CCS). The CCS shall review the OPM databases
(e.g., DCII, PIP, et al.), and take appropriate steps to validate the applicant’s investigation status.
Requirements for a NACI or other investigation shall be initiated only if necessary.

Applicants who do not currently possess the required level of background investigation shall be directed to
the e-QIP web site to complete the necessary background investigation forms online. The CCS shall provide
to the COTR/host information and instructions on how to access the e-QIP for each contract or foreign
national employee requiring access.

Step 2:
Upon acceptance of the letter/background information, the applicant will be advised that in order to complete

the investigative process, he or she must appear in-person before the authorized PIV registrar and submit two
forms of identity source documents in original form. The identity source documents must come from the list
of acceptable documents included in Form I-9, Employment Eligibility Verification, one which must be a



NNLO5AA01B Modification 1

Attachment 1
EXHIBIT F Page 2 of 3

Federal' or State issued picture identification. Fingerprints will be taken at this time. The applicant must
appear no later than the entry on duty date.

When the applicant appears, the registrar will electronically scan the submitted documents; any document
that appears invalid will be rejected by the registrar. The registrar will capture electronically both a facial
image and fingerprints of the applicant. The information submitted by the applicant will be used to create or
update the applicant identity record in the Identity Management System (IDMS).

Step 3:
Upon the applicant’s completion of the investigative document, the CCS reviews the information, and

resolves discrepancies with the applicant as necessary. When the applicant has appeared in person and
completed fingerprints, the package is electronically submitted to initiate the NACI. The CCS includes a
request for feedback on the NAC portion of the NACI at the time the request is submitted.

Step 4:

Prior to authorizing physical access of a contractor employee to a federally-controlled facility or access to a
Federal information system, the CCS will a National Crime Information Center (NCIC) with an Interstate
Identification Index check is/has been performed. In the case of a foreign national, a national check of the
Bureau of Immigration and Customs Enforcement (BICE) database will be performed for each applicant. If
this process yields negative information, the CCS will immediately notify the COTR/host of the
determination regarding access made by the CCS.

Step 5:

Upon receipt of the completed NAC, the CCS will update IDMS from the NAC portion of the NACI and
indicate the result of the suitability determination. If an unsatisfactory suitability determination is rendered,
the COTR will advise the contractor that the employee is being denied physical access to all federally-
controlled facilities and Federal information systems.

Based on a favorable NAC and NCIC/III or BICE check, the CCS will authorize the issuance of a PIV
federal credential in the Physical Access Control System (PACS) database. The CCS, based on information
provided by the COTR/host, will determine what physical access the applicant should be granted once the
PIV issues the credential.

Step 6:

Using the information provided by the applicant during his or her in-person appearance, the PIV card
production facility creates and instantiates the approved PIV card for the applicant with an activation date
commensurate with the applicant’s start date.

Step 7:
The applicant proceeds to the credential issuance facility to begin processing for receipt of his/her federal
credential.

The applicant provides to the credential issuing operator proof of identity with documentation that meets the
requirements of FIPS 201 (DHS Employment Eligibility Verification (Form I-9)) documents. These
documents must be the same documents submitted for registration.

! A non-PIV government identification badge, including the NASA Photo Identification Badge, MAY NOT
BE USED for the original issuance of a PIV vetted credential.
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The credential issuing operator will verify that the facial image, and optionally reference finger print,
matches the enrollment data used to produce the card. Upon verification of identity, the operator will locate
the employee’s record in the PACS database, and modify the record to indicate the PIV card has been issued.
The applicant will select a PIN for use with his or her new PIV card. Although root data is inaccessible to
the operator, certain fields (hair color, eye color, et al.) may be modified to more accurately record the
employee’s information.

The applicant proceeds to a kiosk or other workstation to complete activation of the PIV card using the initial
PIN entered at card issuance.

ALTERNATIVE FOR APPLICANTS WHO DO NOT HAVE A COMPLETED AND
ADJUDICATED NAC AT THE TIME OF ENTRANCE ON DUTY

Steps 1 through 4 shall be accomplished for all applicants in accordance with the process described above. If
the applicant is unable to appear in person until the time of entry on duty, or does not, for any other reason,
have a completed and adjudicated NAC portion of the NACI at the time of entrance on duty, the following
interim procedures shall apply.

1. If the documents required to submit the NACI have not been completed prior to EOD, the applicant
will be instructed to complete all remaining requirements for submission of the investigation request.
This includes presentation of I-9 documents and completion of fingerprints, if not already
accomplished. If the applicant fails to complete these activities as prescribed in NPR 1600.1
(Chapters 3 & 4), it may be considered as failure to meet the conditions required for physical access
to a federally-controlled facility or access to a Federal information system, and result in denial of
such access.

2. Based on favorable results of the NCIC, the applicant shall be issued a temporary NASA
identification card for a period not-to-exceed six months. If at the end of the six month period the
NAC results have not been returned, the agency will at that time make a determination if an
additional extension will be granted for the temporary identification card.

3. Upon return of the completed NAC, the process will continue from Step 5.
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A. In accordance with Procurement Information Circular (PIC) 06-09, dated August 8, 2006,
Section |, is revised to add the following FAR clause as Clause 1.14:

114 SECURITY REQUIREMENTS FOR UNCLASSIFIED INFORMATION TECHNOLOGY
RESOURCES (NFS 1852.204-76) (NOV 2004) [(DEVIATION]

(a) The Contractor shall be responsible for information and information technology (IT) security
when the Contractor or its subcontractors must obtain physical or electronic (i.e., authentication
level 2 and above as defined in National Institute of Standards and Technology (NIST) Special
Publication (SP) 800-63, Electronic Authentication Guideline) access to NASA's computer systems,
networks, or IT infrastructure, or where information categorized as low, moderate, or high by the
Federal Information Processing Standards (FIPS) 199, Standards for Security Categorization of
Federal Information and Information Systems, is stored, generated, or exchanged by NASA or on
behalf of NASA by a contractor or subcontractor, regardless of whether the information resides on
a NASA or a contractor/subcontractor’s information system.

(b) IT Security Requirements.

(1) Within 30 days after contract award, a Contractor shall submit to the Contracting Officer for
NASA approval an IT Security Plan, Risk Assessment, and FIPS 199, Standards for Security
Categorization of Federal Information and Information Systems, Assessment. These plans and
assessments, including annual updates shall be incorporated into the contract as compliance
documents.

(i) The IT system security plan shall be prepared consistent, in form and content, with NIST
SP 800-18, Guide for Developing Security Plans for Federal Information Systems, and any
additions/augmentations described in NASA Procedural Requirements (NPR) 2810, Security of
Information Technology. The security plan shall identify and document appropriate IT security
controls consistent with the sensitivity of the information and the requirements of Federal
Information Processing Standards (FIPS) 200, Recommended Security Controls for Federal
Information Systems. The plan shall be reviewed and updated in accordance with NIST SP 800-
26, Security Self-Assessment Guide for Information Technology Systems, and FIPS 200, on a
yearly basis.

(i) The risk assessment shall be prepared consistent, in form and content, with NIST SP
800-30, Risk Management Guide for Information Technology Systems, and any
additions/augmentations described in NPR 2810. The risk assessment shall be updated on a
yearly basis.

(iii) The FIPS 199 assessment shall identify all information types as well as the “high water
mark,” as defined in FIPS 199, of the processed, stored, or transmitted information necessary to
fulfill the contractual requirements.

(2) The Contractor shall produce contingency plans consistent, in form and content, with NIST
SP 800-34, Contingency Planning Guide for Information Technology Systems, and any
additions/augmentations described in NPR 2810. The Contractor shall perform yearly “Classroom
Exercises.” “Functional Exercises,” shall be coordinated with the Center CIOs and be conducted
once every three years, with the first conducted within the first two years of contract award. These
exercises are defined and described in NIST SP 800-34.

(3) The Contractor shall ensure coordination of its incident response team with the NASA
Incident Response Center and the NASA Security Operations Center.
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(4) The Contractor shall ensure that its employees, in performance of the contract, receive
annual IT security training in NASA IT Security policies, procedures, computer ethics, and best
practices in accordance with NPR 2810 requirements. The Contractor may use web-based
training available from NASA to meet this requirement.

(5) The Contractor shall provide NASA, including the NASA Office of Inspector General, access
to the Contractor's and subcontractors’ facilities, installations, operations, documentation,
databases, and personnel used in performance of the contract. Access shall be provided to the
extent required to carry out IT security inspection, investigation, and/or audits to safeguard against
threats and hazards to the integrity, availability, and confidentiality of NASA information or to the
function of computer systems operated on behalf of NASA, and to preserve evidence of computer
crime. To facilitate mandatory reviews, the Contractor shall ensure appropriate
compartmentalization of NASA information, stored and/or processed, either by information systems
in direct support of the contract or that are incidental to the contract.

(6) The Contractor shall ensure that all individuals who perform tasks as a system
administrator, or have authority to perform tasks normally performed by a system administrator,
demonstrate knowledge appropriate to those tasks. Knowledge is demonstrated through the NASA
System Administrator Security Certification Program. A system administrator is one who provides
IT services, network services, files storage, and/or web services, to someone else other than
themselves and takes or assumes the responsibility for the security and administrative controls of
that service. Within 30 days after contract award, the Contractor shall provide to the Contracting
Officer a list of all system administrator positions and personnel filling those positions, along with a
schedule that ensures certification of all personnel within 90 days after contract award.
Additionally, the Contractor should report all personnel changes which impact system administrator
positions within § days of the personnel change and ensure these individuals obtain System
Administrator certification within 90 days after the change.

(7) When the Contractor is located at a NASA Center or installation or is using NASA IP
address space, the Contractor shall --

(1) Submit requests for non-NASA provided external Internet connections to the Contracting
Officer for approval by the Network Security Configuration Control Board (NSCCB);

(if) Comply with the NASA CIO metrics including patch management, operating systems
and application configuration guidelines, vulnerability scanning, incident reporting, system
administrator certification, and security training; and

(iii) Utilize the NASA Public Key Infrastructure (PKI) for all encrypted communication or
non-repudiation requirements within NASA when secure email capability is required.
(c) Physical and Logical Access Requirements.

(1) Contractor personnel requiring access to IT systems operated by the Contractor for NASA
or interconnected to a NASA network shall be screened at an appropriate level in accordance with
NPR 2810 and Chapter 4, NPR 1600.1, NASA Security Program Procedural Requirements. NASA
shall provide screening, appropriate to the highest risk level, of the IT systems and information
accessed, using, as a minimum, National Agency Check with Inquiries (NACI). The Contractor
shall submit the required forms to the NASA Center Chief of Security (CCS) within fourteen (14)
days after contract award or assignment of an individual to a position requiring screening. The
forms may be obtained from the CCS. At the option of NASA, interim access may be granted
pending completion of the required investigation and final access determination. For Contractors
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who will reside on a NASA Center or installation, the security screening required for all required
access (e.g., installation, facility, IT, information, etc.) is consolidated to ensure only one
investigation is conducted based on the highest risk level. Contractors not residing on a NASA
installation will be screened based on their IT access risk level determination only. See NPR
1600.1, Chapter 4.

(2) Guidance for selecting the appropriate level of screening is based on the risk of adverse
impact to NASA missions. NASA defines three levels of risk for which screening is required (IT-1
has the highest level of risk).

(i) IT-1-- Individuals having privileged access or limited privileged access to systems
whose misuse can cause very serious adverse impact to NASA missions. These systems include,
for example, those that can transmit commands directly modifying the behavior of spacecraft,
satellites or aircraft.

(ii) IT-2 -- Individuals having privileged access or limited privileged access to systems
whose misuse can cause serious adverse impact to NASA missions. These systems include, for
example, those that can transmit commands directly modifying the behavior of payloads on
spacecraft, satellites or aircraft; and those that contain the primary copy of “level 1” information
whose cost to replace exceeds one million dollars.

(iii) IT-3 -- Individuals having privileged access or limited privileged access to systems
whose misuse can cause significant adverse impact to NASA missions. These systems include,
for example, those that interconnect with a NASA network in a way that exceeds access by the
general public, such as bypassing firewalls; and systems operated by the Contractor for NASA
whose function or information has substantial cost to replace, even if these systems are not
interconnected with a NASA network.

(3) Screening for individuals shall employ forms appropriate for the level of risk as established
in Chapter 4, NPR 1600.1.

(4) The Contractor may conduct its own screening of individuals requiring privileged access or
limited privileged access provided the Contractor can demonstrate to the Contracting Officer that
the procedures used by the Contractor are equivalent to NASA's personnel screening procedures
for the risk level assigned for the IT position.

(5) Subject to approval of the Contracting Officer, the Contractor may forgo screening of
Contractor personnel for those individuals who have proof of a --

(i) Current or recent national security clearances (within last three years);

(i) Screening conducted by NASA within the last three years that meets or exceeds the
screening requirements of the IT position; or

(iii) Screening conducted by the Contractor, within the last three years, that is equivalent to
the NASA personnel screening procedures as approved by the Contracting Officer and concurred
on by the CCS.

(d) The Contracting Officer may waive the requirements of paragraphs (b) and (c)(1) through
(c)(3) upon request of the Contractor. The Contractor shall provide all relevant information
requested by the Contracting Officer to support the waiver request.
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(e) The Contractor shall contact the Contracting Officer for any documents, information, or forms
necessary to comply with the requirements of this clause.

(f) The Contractor shall insert this clause, including this paragraph (f), in all subcontracts when
the subcontractor is required to —

(1) Have physical or electronic access to NASA's computer systems, networks, or IT
infrastructure; or

(2) Use information systems to generate, store, or exchange data with NASA or on behalf of
NASA, regardless of whether the data resides on a NASA or a contractor’s information system.

(End of clause)

B. Exhibit A, Contract Documentation Requirements, Paragraph M, IT Security Plan and
Paragraph N, Annual IT Security Training Report are hereby added as follows:

M. IT Security Plan - The Contractor shall submit the IT Security Plan required by contract
clause NFS 1852.204-76 Security Requirements for Unclassified Information Technology
Resources (Deviation) for Contracting Officer approval no later than 30 days after award.

N. Annual IT Security Training Report - The purpose of this report is to obtain confirmation
that IT security training for contractor employees required under paragraph (b) of NFS clause
1852.204-76 (Deviation) Security Requirements for Unclassified Information Technology
Resources, has been completed by all individuals required to do so. NASA requires that this
annual training be completed by 100% of the appropriate employees no later than June 30
each year. Accordingly, a report that includes the information listed below shall be submitted to
the Contracting Officer no later than June 30 of each calendar year, so long as the period of
performance of the contract has not expired prior to June 30th.

Report Content: (1) the number of employees requiring IT security training in accordance with
the contract clause (i.e., in accordance with NPR 2810.1 Nondiscrimination in Federally
Assisted and Conducted Programs, which requires such training for all "employees who have
access to NASA computer systems and networks that process, store, or transmit information");
(2) the number of those employees in item (1) that have completed the annual training as of
June 30th; (3) whether the NASA on-line training system was used (use of the NASA on-line
system is optional); and (4) a plan of action with milestones to reach 100% in item (2) if that
level has not been achieved by June 30th.
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C. Exhibit A, Contract Documentation Requirements, Paragraph Il, Documentation Distribution
Requirements, Subparagraph A is revised to read as follows:

National Aeronautics and Space Administration
Langley Research Center

ATTN: Anthony S. Kram, Mail Stop 126
Contract: NNLO5AAQ1B

Hampton, VA 23681-2199

D. Exhibit A, Contract Documentation Requirements, Paragraph Il, Documentation Distribution
Requirements, Subparagraph B, Item Numbers 13 and 14 are added follows:

13. Q. Center Information Technology Security Manager (CITSM), Mail Stop 124
Stephanie J. Stockum; Email: Stephanie.J.Stockum@nasa.gov
Kendall E. Freeman; Email: Kendall.E.Freeman@nasa.gov
Kim Elliott; Email: Kim.Elliott@nasa.gov

14. R. Organizational Computer Security Officer, Mail Stop 160
Dr. Carlos A. Liceaga; Email: Carlos.A.Liceaga@nasa.gov

E. All other terms and conditions remain unchanged.
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B. As such, the following revisions are made to the contract:

7

Contract Section 1.1 “LISTING OF CLAUSES INCORPORATED BY REFERENCE?” is revised
to delete “FAR 52.215-2 AUDIT AND RECORDS—NEGOTIATION (JUN 1999)” in its entirety
and replace it with the full text FAR Clause “1.16 52.215-2 Audit and Records—
Negotiation, Alternate | (March 2009)” as shown under item 2 below.

The following three FAR clauses are added to Contract Section I in full text as 1.14, 1.15,
and 1.16 as follows:

.14 52.203-15 Whistleblower Protections Under the American Recovery and
Reinvestment Act of 2009 (March 2009).

(a) The Contractor shall post notice of employees rights and remedies for whistleblower protections
provided under section 1553 of the American Recovery and Reinvestment Act of 2009 (Pub. L. 111-5).
(b) The Contractor shall include the substance of this clause including this paragraph (b) in all
subcontracts.
(End of clause)

.15 52.204-11 American Recovery and Reinvestment Act—Reporting
Requirements (March 2009

(a) Definitions. As used in this clause—

“Contract”, as defined in FAR 2.101, means a mutually binding legal relationship obligating the seller to
furnish the supplies or services (including construction) and the buyer to pay for them. It includes all types
of commitments that obligate the Government to an expenditure of appropriated funds and that, except as
otherwise authorized, are in writing. In addition to bilateral instruments, contracts include (but are not
limited to) awards and notices of awards; job orders or task letters issued under basic ordering
agreements; letter contracts; orders, such as purchase orders, under which the contract becomes
effective by written acceptance or performance; and bilateral contract modifications. Contracts do not
include grants and cooperative agreements covered by 31 U.S.C. 6301, ef seq. For discussion of various
types of contracts, see FAR Part 16.

“First-tier subcontract” means a subcontract awarded directly by a Federal Government prime
contractor whose contract is funded by the Recovery Act.

“Jobs created” means an estimate of those new positions created and filled, or previously existing
unfilled positions that are filled, as a result of funding by the American Recovery and Reinvestment Act of
2009 (Recovery Act). This definition covers only prime contractor positions established in the United
States and outlying areas (see definition in FAR 2.101). The number shall be expressed as “full-time
equivalent” (FTE), calculated cumulatively as all hours worked divided by the total number of hours in a
full-time schedule, as defined by the contractor. For instance, two full-time employees and one part-time
employee working half days would be reported as 2.5 FTE in each calendar quarter.

“Jobs retained” means an estimate of those previously existing filled positions that are retained as a
result of funding by the American Recovery and Reinvestment Act of 2009 (Recovery Act). This definition
covers only prime contractor positions established in the United States and outlying areas (see definition

all hours worked divided by the total number of hours in a full-time schedule, as defined by the contractor.
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For instance, two full-time employees and one part-time employee working half days would be reported as
2.5 FTE in each calendar quarter.

“Total compensation” means the cash and noncash dollar value earned by the executive during the
contractor’s past fiscal year of the following (for more information see 17 CFR 229.402(c)(2)):

(1) Salary and bonus.

(2) Awards of stock, stock options, and stock appreciation rights. Use the dollar amount recognized
for financial statement reporting purposes with respect to the fiscal year in accordance with the Statement
of Financial Accounting Standards No. 123 (Revised 2004) (FAS 123R), Shared Based Payments.

(3) Earnings for services under non-equity incentive plans. Does not include group life, health,
hospitalization or medical reimbursement plans that do not discriminate in favor of executives, and are
available generally to all salaried employees.

(4) Change in pension value. This is the change in present value of defined benefit and actuarial
pension plans.

(5) Above-market earnings on deferred compensation which is not tax-qualified.

(6) Other compensation. For example, severance, termination payments, value of life insurance paid
on behalf of the employee, perquisites or property if the value for the executive exceeds $10,000.

(b) This contract requires the contractor to provide products and/or services that are funded under the
American Recovery and Reinvestment Act of 2009 (Recovery Act). Section 1512(c) of the Recovery Act
requires each contractor to report on its use of Recovery Act funds under this contract. These reports will
be made available 1o the public.

(c) Reports from contractors for all work funded, in whole or in part, by the Recovery Act, and for which
an invoice is submitted prior to June 30, 2009, are due no later than October 10, 2009. Thereafter, reports
shall be submitted no later than the 10th day after the end of each calendar quarter.

(d) The Contractor shall report the following information, using the online reporting tool available at
www.FederalReporting.gov.

(1) The Government contract and order number, as applicable.

(2) The amount of Recovery Act funds invoiced by the contractor for the reporting period. A
cumulative amount from all the reports submitted for this action will be maintained by the government's
on-line reporting tool.

(3) A list of all significant services performed or supplies delivered, including construction, for which
the contractor invoiced in this calendar quarter.

(4) Program or project title, if any.

(5) A description of the overall purpose and expected outcomes or results of the contract, including
significant deliverables and, if appropriate, associated units of measure.

(6) An assessment of the contractor’s progress towards the completion of the overall purpose and
expected outcomes or results of the contract (i.e., not started, less than 50 percent completed, completed
50 percent or more, or fully completed). This covers the contract (or portion thereof) funded by the
Recovery Act.

(7) A narrative description of the employment impact of work funded by the Recovery Act. This
narrative should be cumulative for each calendar quarter and only address the impact on the contractor’s
workforce. At a minimum, the contractor shall provide—

(i) A brief description of the types of jobs created and jobs retained in the United States and
categories, or the contractor’s existing practice for describing jobs as long as the terms used are widely
understood and describe the general nature of the work; and

(i) An estimate of the number of jobs created and jobs retained by the prime contractor, in the
United States and outlying areas. A job cannot be reported as both created and retained.
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(8) Names and total compensation of each of the five most highly compensated officers of the
Contractor for the calendar year in which the contract is awarded if—
(i) In the Contractor’'s preceding fiscal year, the Contractor received—
(A) 80 percent or more of its annual gross revenues from Federal contracts (and subcontracts),
loans, grants (and subgrants) and cooperative agreements; and
(B) $25,000,000 or more in annual gross revenues from Federal contracts (and subcontracts),
loans, grants (and subgrants) and cooperative agreements; and
(i) The public does not have access to information about the compensation of the senior
executives through periodic reports filed under section 13(a) or 15(d) of the Securities Exchange Act of
1934 (15 U.S.C. 78m(a), 780(d)) or section 6104 of the Internal Revenue Code of 1986.

(9) For subcontracts valued at less than $25,000 or any subcontracts awarded to an individual, or
subcontracts awarded to a subcontractor that in the previous tax year had gross income under $300,000,
the Contractor shall only report the aggregate number of such first tier subcontracts awarded in the
quarter and their aggregate total dollar amount.

(10) For any first-tier subcontract funded in whole or in part under the Recovery Act, that is over
$25,000 and not subject to reporting under paragraph 9, the contractor shall require the subcontractor to
provide the information described in (i), (ix), (x), and (xi) below to the contractor for the purposes of the
quarterly report. The contractor shall advise the subcontractor that the information will be made available
to the public as required by section 1512 of the Recovery Act. The contractor shall provide detailed
information on these first-tier subcontracts as follows:

(i) Unique identifier (DUNS Number) for the subcontractor receiving the award and for the
subcontractor’s parent company, if the subcontractor has a parent company.

(i) Name of the subcontractor.

(iii) Amount of the subcontract award.

(iv) Date of the subcontract award.

(v) The applicable North American Industry Classification System (NAICS) code.

(vi) Funding agency.

(vii) A description of the products or services (including construction) being provided under the
subcontract, including the overall purpose and expected outcomes or results of the subcontract.

(viii) Subcontract number (the contract number assigned by the prime contractor).

(ix) Subcontractor’s physical address including street address, city, state, and country. Also
include the nine-digit zip code and congressional district if applicable.

(x) Subcontract primary performance location including street address, city, state, and country.
Also include the nine-digit zip code and congressional district if applicable.

(xi) Names and total compensation of each of the subcontractor’s five most highly compensated
officers, for the calendar year in which the subcontract is awarded if—

(A) In the subcontractor’s preceding fiscal year, the subcontractor received—
(1) 80 percent or more of its annual gross revenues in Federal contracts (and subcontracts),
loans, grants (and subgrants), and cooperative agreements; and
(2) $25,000,000 or more in annual gross revenues from Federal contracts (and
subcontracts), loans, grants (and subgrants), and cooperative agreements; and
(B) The public does not have access to information about the compensation of the senior
executives through periodic reports filed under section 13(a) or 15(d) of the Securities Exchange Act of
1934 (15 U.S.C. 78m(a). 780(d)) or section 6104 of the Internal Revenue Code of 1986.
(End of clause)




CONTRACT: NNLO5AAO1B
Modification 4
50f7

.16 52.215-2 Audit and Records—Negotiation, Alternate | (March 2009).

NOTE: Alternate 1 is only applicable to Task Orders issued using
Recovery Act Funds

(a) As used in this clause, “records” includes books, documents, accounting procedures and practices,
and other data, regardless of type and regardless of whether such items are in written form, in the form of
computer data, or in any other form.

(b) Examination of costs. If this is a cost-reimbursement, incentive, time-and-materials, labor-hour, or
price redeterminable contract, or any combination of these, the Contractor shall maintain and the
Contracting Officer, or an authorized representative of the Contracting Officer, shall have the right to
examine and audit all records and other evidence sufficient to reflect properly all costs claimed to have
been incurred or anticipated to be incurred directly or indirectly in performance of this contract. This right
of examination shall include inspection at all reasonable times of the Contractor’s plants, or parts of them,
engaged in performing the contract.

(c) Cost or pricing data. If the Contractor has been required to submit cost or pricing data in connection
with any pricing action relating to this contract, the Contracting Officer, or an authorized representative of
the Contracting Officer, in order to evaluate the accuracy, completeness, and currency of the cost or
pricing data, shall have the right to examine and audit all of the Contractor’s records, including
computations and projections, related to—

(1) The proposal for the contract, subcontract, or modification;

(2) The discussions conducted on the proposal(s), including those related to negotiating;

(3) Pricing of the contract, subcontract, or modification; or

(4) Performance of the contract, subcontract or modification.

(d) Comptroller General.—

(1) The Comptroller General of the United States, or an authorized representative, shall have access
to and the right to examine any of the Contractor’s directly pertinent records involving transactions related
to this contract or a subcontract hereunder and to interview any current employee regarding such
transactions.

(2) This paragraph may not be construed to require the Contractor or subcontractor to create or
maintain any record that the Contractor or subcontractor does not maintain in the ordinary course of
business or pursuant to a provision of law.

(e) Reports. If the Contractor is required to furnish cost, funding, or performance reports, the
Contracting Officer or an authorized representative of the Contracting Officer shall have the right to
examine and audit the supporting records and materials, for the purpose of evaluating—

(1) The effectiveness of the Contractor’s policies and procedures to produce data compatible with
the objectives of these reports; and

(2) The data reported.

(f) Availability. The Contractor shall make available at its office at all reasonable times the records,
materials, and other evidence described in paragraphs (a), (b), (c), (d), and (e) of this clause, for
examination, audit, or reproduction, until 3 years after final payment under this contract or for any shorter
period specified in Subpart 4.7, Contractor Records Retention, of the Federal Acquisition Regulation
(FAR), or for any longer period required by statute or by other clauses of this contract. In addition—

(1) If this contract is completely or partially terminated, the Contractor shall make available the
records relating to the work terminated until 3 years after any resulting final termination settlement; and

(2) The Contractor shall make available records relating to appeals under the Disputes clause or to
litigation or the settlement of claims arising under or relating to this contract until such appeals, litigation,
or claims are finally resolved.
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(g) The Contractor shall insert a clause containing all the terms of this clause, including this
paragraph (g), in all subcontracts under this contract that exceed the simplified acquisition threshold,
and—

(1) That are cost-reimbursement, incentive, time-and-materials, labor-hour, or price-redeterminable
type or any combination of these;

(2) For which cost or pricing data are required; or

(8) That require the subcontractor to furnish reports as discussed in paragraph (e) of this clause.

The clause may be altered only as necessary to identify properly the contracting parties and the
Contracting Officer under the Government prime contract.

(End of clause)

Alternate | (Mar 2009). As prescribed in 15.209(b)(2), substitute the following paragraphs (d)(1) and (g)
for paragraphs (d)(1) and (g) of the basic clause:

(d) Comptroller General or Inspector General. (1) The Comptroller General of the United States, an
appropriate Inspector General appointed under section 3 or 8G of the Inspector General Act of 1978 (5
and the right to—

(i) Examine any of the Contractor's or any subcontractor’s records that pertain to and involve
transactions relating to this contract or a subcontract hereunder; and
(ii) Interview any officer or employee regarding such transactions.

(9)(1) Except as provided in paragraph (g)(2) of this clause, the Contractor shall insert a clause
containing all the terms of this clause, including this paragraph (g), in all subcontracts under this
contract. The clause may be altered only as necessary to identify properly the contracting parties and
the Contracting Officer under the Government prime contract.

3. NASA Form 533 Reporting Requirement: In accordance with NFS Clause 1852.242-73
(NASA CONTRACTOR FINANCIAL MANAGEMENT REPORTING) and Contract Exhibit A
(CONTRACT DOCUMENTATION REQUIREMENTS), ltem A. Monthly Financial Management
Report, requirements for financial reporting are outlined. In addition, the Contractor shall now
segregate Recovery Act funds from non-Recovery Act funds on the NASA Form 533, Financial
Management Reporting. Any task order issued using Recovery Act funds shall contain detailed
reporting categories in the schedule.

It should be noted that segregation of funds is an existing requirement under NASA FAR
Supplement (NFS) Clause 1852.242-73, and NASA Procedural Requirement (NPR) 9501.2.
Segregating Recovery Act funds on NF 533 is not viewed as a change as described in paragraph
(e) of 1852.242-73. As such, NASA does not anticipate any additional charges associated with
segregation of Recovery Act funds on NF 533.
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4. Special Invoicing Instructions for Contracts Containing Recovery Act Funds:

In addition to the requirements set forth in any payment and invoicing clauses contained within
the contract, the following special requirements apply to those contracts with work authorized
under the American Recovery and Reinvestment Act (ARRA) of 2009 (herein after referred to
as the Recovery Act).

a. All requests for payment for work performed subject to the Recovery Act shall be
submitted separately from requests for payment for any other work performed under
the contract.

b. All requests for payment for work on contracts, funded in whole or in part, with
Recovery Act funds, shall identify the applicable Contract Line Item Number(s) (CLINSs)
associated with the supplies or services being invoiced.

c. Allinvoices/vouchers shall be submitted via e-mail with no more than one
invoice/voucher per e-mail submission. Invoices shall be submitted to NSSC-
AccountsPayable @nasa.gov  with a cc to the Contracting Officer C. Lynn Jenkins at
lynn.jenkins @nasa.gov

d. The NASA Shared Services Center is the Designated Billing Office for Recovery Act
invoices, except for cost type contracts where DCAA is designated as the billing office
for verification of vouchers. The address for the DCAA designated billing office is
contained in Contract clause G.2 SUBMISSION OF VOUCHERS FOR PAYMENT
(NFS 1852.216-87).

5. For internal NASA reporting only in their Contract Management Module (CMM) system,
LaRC will add a separate CLIN 1 for accounting purposes for all task orders issued under
this contract using Recovery Act funds.

6. All other terms and conditions remain unchanged.



